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Cloudpath Security and Management
Platform

OVEIVIBW ...ttt bbb bbb b b e bbb bbb bbb b e bbb e b e bbb bbb s 5
Cloudpath System SPECITICAtIONS.....iitiitiiiieieietet ettt ettt ettt e b e b b e bt b sbe b e nbenaeeen 6
Prerequisites for Configuring CloUdPath.......c ittt sbe b b 6

Overview

Cloudpath Enrollment System (ES) software is a security and policy management platform that enables any IT organization to
protect the network by easily and definitively securing users and their wired and wireless devices—while freeing those users and
IT itself from the tyranny of passwords.

Available cloud-managed or as a virtual instance and priced per user, Cloudpath software lets IT do with one system what usually
requires many, while easily and automatically integrating with existing access and network security infrastructure.

Cloudpath software consolidates and simplifies the deployment of multiple services that are typically disparate and complex to
manage: Certificate Management, Policy Management and Device Enablement.

FIGURE 1 Cloudpath Security and Policy Management Platform
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Authorization can come from a variety of sources, including authentication using vouchers or acceptance of a use policy. Once
authorized, a device can be given access along with additional policy options based on WPA2-Enterprise, such as dynamic VLAN,
ACL, or bandwidth assignment.
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Cloudpath Security and Management Platform

Cloudpath System Specifications

When you plan your workflow, you can have a different enroliment sequence for employees and visitors, and for personal and IT-
owned devices; adding custom authentication and policy prompts, to allow a separate workflow for each type of user and device

in your network environment.

During deployment, all enroliment workflow branches are bundled as one configuration in the Cloudpath system.

Cloudpath System Specifications

Cloudpath supports the following browsers, operating systems, and third-party identity stores for system and user devices.

TABLE 1 Cloudpath System Specifications

Supported Browsers for Cloudpath Admin Ul

Supported OSes for End-User Devices

Supported Third-Party Identity Stores

Internet Explorer 6.0 and later

Windows 7 and later

Microsoft Active Directory

Firefox 1.5 and later Mac OS X 10.11 and later LDAP

Safari 2.0 and later Apple i0S 9.0 and later Facebook

Google Chrome 3.0 and later Ubuntu 15.04 and later LinkedIn
Android 6.0 and later Google Gmail

Fedora 22 and later Custom OAuth 2.0 Server
Chrome OS 51 and later

Windows Phone 8+

Blackberry (assisted configuration)

Windows RT (assisted configuration)

Generic (assisted configuration)

Windows Mobile 5 and 6 (assisted
configuration)

NOTE
The supported end-user operating systems are automated and required minimal user interaction. The assisted
configuration operating systems require user interaction to configure. Online instructions are provided to the user.

Prerequisites for Configuring Cloudpath

Before you set up Cloudpath in your network, you need the following information:

Deploymg the OVA (For Local Deployments)
VMware server or Microsoft Hyper-V Manager on which you'll install the Cloudpath virtual appliance.
* The URL where the image file resides
*  FQDN Hostname of the virtual appliance
* |P address and subnet mask for the virtual appliance (not required if using DHCP)
*  Gateway IP address for your network (not required if using DHCP)
* IP address of DNS server (not required if using DHCP)
* Alist of IP addresses that are allowed Administrative access (optional)

*  Service account security credentials

Cloudpath Enrollment System Quick Start Guide, 5.5
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Cloudpath Security and Management Platform
Prerequisites for Configuring Cloudpath

Setting up the Initial Account

* Activation code issued from Cloudpath Licensing Server

e HTTPS server certificate

*  Company Information (Domain, URL)

* DNS hostname

* Active Directory domain, DNS/IP address of AD server, and DN of AD domain or LDAP server

*  Web server certificate (public-signed)

If you are not using the Cloudpath onboard CA, you also need:
*  Public and Private key of existing CA

*  RADIUS server certificate (if not using onboard RADIUS server)

Configuring the Workflow

This section lists items to consider when you configure the workflow:
* Anidea about the types of access and policies you want to offer different users
* Images and color schemes if you plan to customize the webpage display
* AD group names for creating filters in the workflow
* Anidea about the security policy for passwords, vouchers, and certificates

- Vouchers have configurable format and validity periods
- Certificates have configurable key lengths, algorithm types, and validity periods

* The SSID for the secure network

- Ifusing VLANS to apply policy, you should have the VLAN IDs

NOTE

For SSID configuration, see Configuring Cloudpath to Integrate With a Ruckus Wireless LAN Controller.
* Alist of conflicting SSIDs to prevent roaming (for example, open SSIDs)
* Anidea about which OS families and versions to support

* Additional requirements for device configurations (for example, enable firewall, proxy, verify antivirus, enable screen
lock pass code)

Cloudpath Enrollment System Quick Start Guide, 5.5
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Deploying the Cloudpath Virtual
Appliance to a VMware Server
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Overview

Cloudpath supports deployments using a VMware server or Hyper-V Manager. This section describes deploying to a VMware
server. For Hyper-V deployments, see the configuration document, Deploying Cloudpath as a Virtual Appliance using Microsoft
Hyper-V.

NOTE
If you are setting up a hosted system, you can skip this section and continue to Initial System Setup on page 19.

Cloudpath can be deployed to a cloud-hosted environment (multi-tenant), or as a virtual appliance on a locally-deployed VMware
ESXi server (single tenant).

Specifications for Locally-Deployed VMware Servers

The Cloudpath virtual appliance is deployed as an open virtualization archive (OVA) file, which can be deployed on any VMware
ESXi server (ESX or ESXi architecture 4.x and 5.x and greater).

NOTE
If using version 6.5 ESXi server, you must use an SHA-256 signed OVA.

Cloudpath offers a Non-Production POC, as well as several Production configurations for deployment. See the Deploying the
Virtual Appliance Using a vCenter VMware Client section for details.

Retrieve OVA File With Activation Link

If you are setting up a Cloudpath account for the first time, you will be sent an activation code in an email notification. For an on-
premise deployment, the activation code link allows you to download the Cloudpath OVA, binding your OVA file to the activation
code.

Deploying the Virtual Appliance Using a vCenter
VMware Client

The deployment process consists of the following steps:

*  Deploying the Virtual Appliance Using a vCenter VMware Client

Cloudpath Enrollment System Quick Start Guide, 5.5
Part Number: 800-72418-001 Rev A 9



Deploying the Cloudpath Virtual Appliance to a VMware Server
Deploying the Virtual Appliance Using a VMware vCenter Client

or

Deploying the Virtual Appliance Using a Console-Based VMware Client

Activate Account or Log In

Deploying the Virtual Appliance Using a VMware
vCenter Client

1.

S

Open the VMware client.

Select File > Deploy OVF Template.

Enter the file path or URL where the OVA file resides.
Accept the EULA.

Enter a unique name for the virtual appliance.
Select a deployment configuration:

*  Non-Production POC - Deploys using 6GB RAM and 2 vCPUs x 1 Core. Recommended for software trials, feature
testing, and other non-production systems.

* 4,000 or Fewer Users - Deploys using 8GB RAM and 2 vCPUS x 2 Cores. Recommended for production systems with
fewer than 4,000 users.

* 8,000 or Fewer Users - Deploys using 12GB RAM and 2 vCPUS x 4 Cores. Recommended for production systems with
fewer than 8,000 users.

*  More than 8,000 Users - Deploys using 16GB RAM and 2 vCPUS x 4 Cores. Recommended for production systems
with more than 8,000 users.

e More than 20,000 Users - Deploys using 20GB RAM and 2 vCPUS x 4 Cores. Recommended for production systems
with more than 20,000 users.

If you are using VMware vCenter™ Server to manage your virtual environment, select the appropriate data center,
cluster, host, and destination storage, as needed.

Select a disk format.

*  Use Thick provisioning for a production environment. For a thick provision, the total space required for the virtual
disk is allocated during creation.

NOTE
If you are using Fault Tolerance, you must select Thick provisioning.

* Use Thin provisioning for testing, or if disk space is an issue. A thin provisioned disk uses only as much datastore
space as the disk initially needs. If the thin disk needs more space later, it can grow to the maximum capacity
allocated to it.

Continue the configuration with vCenter, or a non-vCenter console.
* Ifyou are using the vCenter to configure application and network properties, continue to the next section.

* Ifyou are using the console to configure application and network properties, review the initial settings and click
Finish. See Deploying the Virtual Appliance Using a Console-Based VMware Client to complete the deployment process.

Application Properties (vCenter)

Customize the application properties for the deployment.

Cloudpath Enrollment System Quick Start Guide, 5.5
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Deploying the Cloudpath Virtual Appliance to a VMware Server
Deploying the Virtual Appliance Using a VMware vCenter Client

FIGURE 2 Application Properties

Cloudpath Enrollment System

Hostname (FQDN)
Enter the fully qualified domain name.

IP Address
The IP address for this VM, Leave blank if DHCP is desired.

Hetmask
The netmask or prefix for this VM. Used only if static IP is assigned.

|255.255.252.u

Default Gateway
The default gateway address for this VM, Used only if static IP is assigned.

DS

The DMS server(s) for this VM, Supports up to 3 in a comma-separated list. Used only if
static IP is assigned.

|a.3.a.a,a.3.4.4

NTP Server
Specfy an MTP server. By default, pool.ntp.org will be used.

Ipoul .ntp.org

Enable HTTPS?

v

Timezone

|GuT =
55H Access

|Port 3022 -l

Restrict admin access?

To restrict the admin web UL to certain addresses or subnets, specdify a comma-separated
list of addresses or subnets (CIDR notation, ex. 192, 165.4. 1/27).

Console Password

Spedfy the password to be used to access the console or 55H of this VM, Please select a
strong password that is compliant with your password complexity palicy.

Enter password I

Confirm password I

Enter a string value with 1 to 100 characters.

Cloudpath Enrollment System Quick Start Guide, 5.5
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Deploying the Virtual Appliance Using a VMware vCenter Client

N o vk, wDn

Enter the Hostname (FQDN) for the virtual appliance.

NOTE
The Cloudpath Hostname is used as the default OCSP Hostname, which is embedded into certificates issued by
the onboard root CA as part of the URL for the Online Certificate Status Protocol (OCSP).

Enter the IP Address, Netmask, Default Gateway, and the DNS Servers for this VM. Leave blank for DHCP.
Specify an NTP Server or leave the default.

HTTPS is enabled by default. Leave unchecked only if Cloudpath is behind another web server using SSL.
Select the Timezone.

Select SSH port, or disable SSH Access.

Enter the IP address(es) that can access the Cloudpath Admin Ul. Leave this field blank if you do not want to limit
administrative access.

Enter and confirm a service user password. The service user account is used by your support team for access to this
system using SSH. The service account is not available if SSH access is not permitted.

Cloudpath Enrollment System Quick Start Guide, 5.5
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Deploying the Virtual Appliance Using a VMware vCenter Client

Confirm Deployment Settings (vCenter)

1. Verify these properties before you begin the deployment. If you are using DHCP, the networking properties will be blank.

FIGURE 3 Deployment Settings

Ready to Complete
Are these the options you want to use?

Source

OVF Template Details

End Lser License Aareement

Mame and Location

Deployment Configuration
Host § Cluster

Disk Format

Properties
Ready to Complete

When you dick Finish, the deployment task wil be started.

Deployment settings:
OVFfile: C:\JsershAnna\Downloads\CloudpathES_OVF10_5.03206..
Download size: 1.1 GB
Size ondisk: 24 GE
Name: Anna bvt 3206-43
Folder Westminster
Deployment Configuration: Mon-Production POC
Host/Cluster: Development
specificHost 192.168.4.5
Datastore: SVR-3:RAD

Disk provisioning:
Network Mapping:
Property:
Property:
Property:
Property:
Property:
Property:
Property:
Property:
Property:
Property:

™ Power on after deployment

Thin Provision

"WM Network"to "WM Network"
fgdn = anna43.cloudpath.net
ip = 192.168.5.43
netmask = 255.255.252.0
gateway = 192.168.4.1

dns = 192.168.4.2

ntp = pool.ntp.org

https = True

timezone = America/Denver
sshPort = Port 8022
restrictddminAocess =

Help |

< Back | Finish I Cancel

//ﬁl
2. Click Finish. Deployment takes approximately 2 minutes.

Cloudpath Enrollment System Quick Start Guide, 5.5
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Deploying the Cloudpath Virtual Appliance to a VMware Server
Deploying the Virtual Appliance Using a Console-Based VMware Client

Deploying the Virtual Appliance Using a Console-
Based VMware Client

Before you begin, read the list of information required to setup the system.

1.

o vk wN

10.
11.
12.

13.

Open a console for the VM.

Enter yes (or y) to accept all license agreements.

Enter the time zone. For example, enter America/Denver.

Enter the FQDN hostname for the virtual appliance (for example, onboard.company.com).
Do you want to enable HTTPS? Enter for yes (default) or n.

Do you want to use a STATIC IP (rather than DHCP)? Enter for yes (default) or n.

* Ifyou enter yes (recommended), you assign the IP address of the virtual appliance, subnet mask, and gateway and
DNS server IP addresses for your network.

* If you enter no, DHCP is used to assign IP address of the virtual appliance interface (ens for VMware, eth0 for Hyper-
V), subnet mask, gateway, and DNS server IP addresses for your network. If you are not using DHCP, enter the IP
address of the virtual appliance interface.

Enter the IP address of the virtual appliance.

Enter a subnet mask in the format 255.255.252.0.

Enter the gateway IP address for your network.

Enter the DNS server IP address.

Do you want to permit SSH access? Enter yes (default) or n.

Enter and confirm a service password. The service password is used by your support team for access to this system
using SSH. Refer to the Cloudpath Command Reference on the Support tab for details.

NOTE
The service account is not available if SSH access in not permitted.

Do you want to use an NTP server other than pool.net.org? Enter no (default) or y to specify an NTP server. The setup
is complete. Press Enter to reboot the system. After the reboot you are presented with the shelluser login prompt.

NOTE
The shelluser is only available during the initial system configuration. After the initial boot, you must use the
service password to access the system.

Service Account

When the deployment is finished, you are presented with the service account login prompt.

1.
2.

Enter cpn_service at the login prompt, and then the service user password.

Enter the show config command to verify your configuration. You may be prompted to re-enter the password. See the
Cloudpath Command Reference on the left menu Support tab.

Cloudpath Enrollment System Quick Start Guide, 5.5
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Activate Account or Log In
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*  Activate Account by Credentials

Overview

If you are setting up a Cloudpath account for the first time, you will be sent an activation code. If you have existing Cloudpath
License server credentials, you can activate an account using those credentials.

Whether you create a new account with an activation code or with legacy Cloudpath credentials, the system binds the Cloudpath
instance to your License Server credentials.

Cloudpath Enrollment System Quick Start Guide, 5.5
Part Number: 800-72418-001 Rev A 15



Activate Account or Log In
Activate Account by Activation Code

Activate Account by Activation Code

If you have been sent an activation account, enter it on this activation page.

FIGURE 4 Activate Cloudpath Account

Activate

Set a Password for Account

If you have logged in with an activation code, you are prompted to set a password for this account.

Cloudpath Enrollment System Quick Start Guide, 5.5
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Set a Password for Account

FIGURE 5 Set Password

Password Setup

1. Your email address should display. If it does not, enter it on this page.
2. Enter and confirm a password.

These are the credentials to use for this Cloudpath account.

Cloudpath Enrollment System Quick Start Guide, 5.5
Part Number: 800-72418-001 Rev A 17
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Activate Account by Credentials

Activate Account by Credentials

If you already have a Cloudpath License Server account, you can activate a new Cloudpath account or log in to an existing
account using those credentials.

FIGURE 6 Activate Account With Existing Credentials

Activate by credentials

Cloudpath Enrollment System Quick Start Guide, 5.5
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Initial System Setup
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Overview

Cloudpath provides you with a single administrator login for the Cloudpath Admin Ul. Additional administrators can be added
from the left menu Administration tab, or you can enable Administrator logins from your authentication servers.

Cloudpath Enrollment System Quick Start Guide, 5.5
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System Setup Wizard

System Setup Wizard

After a successful deployment and activation (or login), the system setup wizard takes you through a few steps.

1. Select Server Type.

FIGURE 7 Select Server Type

System Setup Es

- Standard Server (Default)

Add-On Server For Clustes

Replacement Server For Existing Server

In most cases, select Standard Server, the default. This selection takes you through a setup wizard, which prompts you

for the basic information required for an Cloudpath server.

* Ifyou are setting up this server for replication, you can choose to set the server as an Add-On or Replacement
server. These selections provide an alternate set up process, requiring less information for the initial setup. Add-On
and Replacement servers receive most of their configuration from the primary server in the cluster.

* Ifyou are setting up this server to replace an existing server, and you are importing the database from the existing
server, select Replacement Server for Existing Server.

NOTE
For Add-on or Replacement servers, you will not be required to go through the full system setup.

Cloudpath Enrollment System Quick Start Guide, 5.5
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2. Enter Company Information, then click Next.

This information is embedded in the onboard root CA certificate.

FIGURE 8 Company Information

Initial System Setup
System Setup Wizard

System Setup

Cloudpath Enrollment System Quick Start Guide, 5.5
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Initial System Setup
System Setup Wizard

22

In the WWW Certificate for HTTPS screen (below), choose the applicable radio button, then click Next.

FIGURE 9 WWW Certificate for HTTPS Screen

System Setup “ ﬁ

WWW Certificate for HTTPS

The system is configured to use HTTPS, but does nol cumrently have a valid WWW server certificate. An

invalid VIZWWW server certificate will impact the ability of end-user enroliments, causing 404 errors due to a « @ https,//onboard.company
lack of trust. The system can be configured prior to the WWW server certificate being installed, but it should

bei d prior to attempting to enroll as an end-user.

The WWW certificate may be a wil d certificate (*.company.com) or a named certificate (onboard.company.com). The WWW certificate must match the DNS name

used by the end-users to enroll.

To request a WWW certificate, you may need to provide a Certificate Signing Request (CSR). If so0, one may be downloaded below.

e Generate a Certificate Signing Request (CSR)

Select this option to generate a CSR, which can be sent to a certificate authority to issue a WWW server certificate. After receiving the certificate back. it can

be uploaded

Upload the WWW Certificate

Select this option If you have the WWW server cerlificate available to upload

Skip for now.

NOTE
Cloudpath supports web server certificates in P12 format, password-protected P12, or you can upload the

individual certificate components: the public key, chain, and private key or password-protected private key.

If you selected the "Generate CSR" radio button, perform Step 4.

If you selected the "Upload the WWW Certificate" radio button, perform Step 5.

You can select the "Skip for now" radio button for the initial configuration. However, you should perform this step
prior to attempting to enroll as an end-user. To return at a later time to the screen shown above, navigate to
Administration > System Services > Web Server service, then click Upload WWW Certificate. For now, proceed to
Step 6

Cloudpath Enrollment System Quick Start Guide, 5.5
Part Number: 800-72418-001 Rev A



Initial System Setup
System Setup Wizard

4. (Only if you selected "Generate CSR" radio button.) You should now be at the Create CSR for HTTPS screen:

FIGURE 10 Create CSR for HTTPS Screen

Tha falds balew will Ba included in the cermficato sgning request (CER), Some coganizations have sirict requinamants for tha valuos requined in thosd folds, Loaving fiedds blank is ok, Thoso folds are not modifiablo, 50 be caroful
wilth spaliang.

Commoen Mame: anna242 cloudpath.net

Organization:

Qrgantzational Unit:

Emall Address:

Locatity:

State

Country:

The Fliowing fidds ane normaly ned ehanged

i Subject Allernative Mames:

Titte:
i Algorithm: SHA256 ¥
il Key Length: 2048 [ s [l ]

a) Enter the required information.
NOTE
In the Common Name field:

* Ifyou are re-issuing a wildcard certificate, make sure the hostname includes *. For example:
*.domain.com.

* Ifusing a single-domain SSL certificate, the HTTPS server name should already be populated for you.

b) Click Next.
The Download CSR for HTTPS Screen is displayed:

Cloudpath Enrollment System Quick Start Guide, 5.5
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Initial System Setup
System Setup Wizard

FIGURE 11 Download CSR for HTTPS Screen

e

Download CSR for HTTPS

Step 10 The certificate signing request (CSR) has been generated, Click the Downlead CSR bution below to downlead the CSR file

Downioad CSR

Step 2: file, After submitting the CSR o the certificate authorily,

Step 3:

te now. If nol, click 'Upload Later and you will be prompted 10 upload them

Upload Certificate

c) Click Download CSR to download the .csr file, which you can then open in Notepad.
d) Upload the CSR to any CA website to receive a certificate.
e) Follow the instructions for the CA website to download the public key and chain.
The public key usually has a filename similar to the domain name. The chain will vary depending on the CA, but it

typically contains the word "Root," "Intermediate," " Bundle," or something similar, and may have the filename
extension of .chain.

f) Inthe screen that is shown in Figure 11, click Upload Certificate.
You are taken to the screen where you upload the files you received from the CA. The screen below shows the

Private Key and the Chain already uploaded, and the Private Key Source is "Certificate is based on the downloaded
CSR":

Cloudpath Enrollment System Quick Start Guide, 5.5
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Initial System Setup
System Setup Wizard

FIGURE 12 Upload WWW Certificate Based on the Downloaded CSR

System Setup

v Upload by PEM Files

i) Public Key (PEM):

i Chain (PEM or P7b):

i) Additional Chain (Optional):
i Additional Chain (Optional):

Private Key Source:

b

Upload by P12

N T

It a p12 file is not available, you may upload the individual components of the certificate. All files must be in PEM (Base64) format. If the private

key is password-protected, specify the password too. If the private key is not password-protected, leave the password blank,

Choose File anna242cloudpathnet.cer

Choose File anna2d2cloudpathnet.chain

Choose File No file chosen

Choose File No file chosen

Certificate is based on the downloaded CSR ¥

g) Upload your certificates using the screen shown above.

h) Click Next to continue with the system setup.

i) Proceed to Step 6.

Cloudpath Enrollment System Quick Start Guide, 5.5
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Initial System Setup
System Setup Wizard

5. (Only if you selected the "Upload the WWW Certificate" radio button, which you should only have done if you already
have received your WWW certificate from a public CA.) You should now be at the following screen:

FIGURE 13 Upload Existing WWW Certificate

* PRLIEEY.) r L] 3 Ceari e Al ey % in PE! J4s at Fhe 3% IR 0 A & DAbLA M &
by 1 NO1 PASIRONS-prodecied edve e DASEATD bians
Choose Fie ile chosen
Morf Choose File o or
Choase Fie e choser
e Fie o
» Choose Fie | No file chosen
.
may upload 2 perver cerbhcate in p 12 formad Yo do 50, you mus also 1pe®y B pasyword & B 012 i passeond prodecied
Cnooss Fise | CloudpathLabm rtificate.pl2

a) Upload your certificates using the screen shown above.
You can do one of the following: 1) Upload the Public Key, the Chain, and the Private Key, or 2) Upload the P12 file.
The example in the screen above shows a P12 file has been uploaded.

b) Click Next to continue with the system setup.

¢) Proceed to Step 6.

Cloudpath Enrollment System Quick Start Guide, 5.5
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Initial System Setup
System Setup Wizard

6. Select the Default Workflow.

* Toinitialize the system with a sample configuration, select BYOD Users & SMS Guests, or BYOD Users Only. This
creates an initial workflow for BYOD users and sponsored guests (or BYOD users only) that you can use as a
template, or simply add a device configuration and use immediately.

* To create your own workflow, select Start with Blank Canvas.

FIGURE 14 Select Default Workflow

System Setup “ m
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Initial System Setup
System Setup Wizard

7. Configure the Authentication Server.

NOTE

If you selected a Blank Canvas for the default workflow, you are not prompted to set up an authentication

server during the initial

system setup.

If you plan to use an authentication server to authenticate end-users or sponsors, Ruckus recommends populating the
authentication server information page.

If using multiple authentication servers, additional authentication servers may be added through the workflow or from
the Configuration > Authentication Servers page.

FIGURE 15 Authentication Server Setup

* Connect to Active Directory

Deotault AD Domaln

AD Host

AD DN:

AD Username Attribate:

Porform Status Chack:

Use For Admin Logins:

Use For Sponsor Loging:

Run Authentication Tost?

Use VLAN Range:

Connect to LDAP

Connect to RADIUS

& it

Connect to SAML

Use Onboard Database

SAM Account Name

a) To setup the initial configuration of the Authentication Server, select and enter the required fields.

28
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Initial System Setup
Publishing Tasks

b) Consider these optional settings for the authentication server:

* Verify Account Status on Each Authentication - If selected, Active Directory is queried during subsequent
uses of the certificate to verify the user account is still enabled. You must provide the bind username and
password for an authentication server administrator account.

* Additional Logins - If Use for Admin Logins is selected, administrators can log into the Cloudpath Admin Ul
using credentials associated with this authentication server. If Use for Sponsor Logins is selected, sponsors can
log into the Cloudpath Admin Ul using credentials associated with this authentication server.

* Test Authentication - If selected, an authentication will be attempted using the username and password
provided to test connectivity to the authentication server. This test can also be run from the workflow.

8. Set up the Authentication Server Certificate:

a) To use LDAP over SSL (LDAPS), the system must know which server certificate to accept for the authentication
server.

FIGURE 16 Authentication Server Certificate

To use Active Directory via LDAPS, the system nesds 1o know which server certficate 1o accept for the authentication senver

= Pin the Current Server Certificate.

Upload the Chain for the Server Certificale

b) Select Upload the Chain for the Server Certificate to upload a certificate chain from an issuing CA. You must
specify the common name for the LDAPS server certificate. This certificate does not need to be updated when the
certificate is renewed.

c) Select Pin the Current Server Certificate to use the current server certificate as the trusted certificate. This setting
must be updated if the certificate is renewed.

Publishing Tasks

After the initial setup tasks, the system finishes the initialization process. When the publishing tasks are complete, the system is
ready to use. The setup information is also emailed to the system administrator for this account.
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ToDo Items

FIGURE 17 System Initialization Status

Lntsizston Task

Craze Confome Authortien
Crane Candame Tempine
Coaace Davice Confgunatans
Corfgure Workfiow

Aztiere Spoesor Ponat

Bonian Eragiegar By

Accets Pont Setug

ot

RAZIUS 1P

RADNUS Authictcation Fot
BADIVE Astourting Podt
RADIUS ST Secvt

FADIUS Attributes

Uses Evparignce

Er-Uyer Pormal

BYODr

Adminisiraice Experance:

Admigteanse R

Credestialy

Sttun

& Compies
@ Comons
@ Comone
& Compiees
@ Comowna
@ Comoiena

@ System i reacy 1o handle srimants

The foliowang nformation wall b necEE Sy 10 configurt this 300S POt with thir appropadte Secwre SSID coafiguration
egeAnnaldl (WRAZ-Erterprise, AES (DOMP), Broadoast]

3AICAE Cloudpath Aat

1812

1

Ftlr peb R et Trvw

BY0D Policy Template - VLAN 1

Donit Polcy Template - VAN "1

Erdwten wil e the envclemens potal 1 2tivade Sevices
Fetps T annal 4 slecdnanh nevienroll Area 45 Hy padVope Procuction

Foe GO0, the suthantization server o sonfigored

EY00 users wil b moved oot the Setune SSI0 weh VLAN T aasigeed

Gunsts will ba reguived 10 provide 3 waocher wia SMS o email
S i3 oo of severs] mushang e for Rasdieg gty

Gt utaes vl b moved oot the Setune SSI0 R VLANY aasgeed

et amnaldd clocsinath net/ ssmr

T folimirg #maill 355061383 have ba4n 1428 3 on-time pasImond along with this information:

ToDo Items

On subsequent logins, the Cloudpath Welcome page is displayed. The ToDo Items lists the configuration items needed to
complete the account setup.
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ToDo Items

FIGURE 18 Cloudpath Welcome Page

Welcome to the Cloudpath ES

Cloudpath ES provides a single point-of-entry for devices entering the network environment. The Automated Device Enablement (ADE) approach gives network
administrators cantred by blending traditional employee-centric capabilities (Active Directory, LDAP, RADIUS, and Integration with Microsaft CAJ with guest-centric
capabilities (sponsorship, email. SMS, Facebook, and more)

Getting started

Use the lafl menu tabs lo bagin s2lting up your workflew configuration.
The Dashboard tab displays reporting information about the enrcliments, users, Q\,
devices, cerificates, and more

System logging is cumently running in debug mode

The Configuration tab allows you to configure and deploy the enrollment workflow, K The workflow IS cumently blank. Click Fix to begin agding steps to the

including the look & feel and the device configuration,
workflow:

From the Spansarship tab, you can manage vouchers and voucher lists, and
custornize the look & feel of the sponsorship portal.

From the Cerificate Authority tab, you can manually generate certificates, view certificate details, revoke cerificates, manage the characteristics of cerificates to be
issued, and manage ¢erificate authorities (CAs).

The Administrafion tabk allows you te manage administrator accounts, system services, diagnestics and logs, and system updates

The Support tab provides access to the Quick Stan Guide and several Setup Guides to help with commen configurations along with licensing information.
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Overview

The Cloudpath workflow engine is a customizable enrollment process that provides more control over who is granted network

access and how they should be provisioned.

When you plan your workflow, you can have a different enroliment sequence for employees and visitors, for personal and IT-

owned devices; adding custom authentication and policy prompts, to allow a separate workflow for each type of user and device
in your network environment.

See Enrollment Workflow Use Cases for an example of the most commonly used workflows.

Workflow Basics

Navigate to Configuration > Workflows.

The Workflow page has 5 tabs across the top.

Use the Properties tab to update the workflow properties and the Enroliment Portal URL Options.

Use the Enrollment Process tab to configure the steps presented to a user to create the workflow.

Use the Snapshot(s) tab to view the latest snapshot, the version, timestamp and the notes added to a particular
workflow.

Use the Advanced tab to view the Enroliment Portal URL, Passpoint OSU URL, and the QR code. You can also use it to
Manage Chromebook Setup and for Cleanup.

Cloudpath Enrollment System Quick Start Guide, 5.5
Part Number: 800-72418-001 Rev A

Use the Look & Feel tab to configure the Cloudpath skin, and to customize the logos, colors, buttons, and images for the
Cloudpath server, the Cloudpath Wizard, and the Download page.
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FIGURE 19 Workflow Configuration Page

Propartias Enrollment Process Look & Fesl Snapshobis) Advanced
L3
Step 1 Require the user o accept the AUF Welcome Message and AUP F x Q
All matches in. | s #  Vigibors | | EMRleres Partre + ,» = %
-
Step 3 Prompt the user for credentials from Test AD ra o @
E3
Step 4 All matches in . f‘ Your Device Com Device | + ,‘ = x
»
Step 5 Prompt the user for a voucher from IT Assets Voucher ra X Q,
-
Step 6 Send a verification code from Guest Vouchers F x 0
£
Resull Move user to CloudpathTest and assign certificale using Guest Policy Templat.... Vi

Use the icons along the side to make changes to the enrollment workflow:

* Use theicons on the right side of each step to edit, modify, delete, view the enroliment steps.

*  Use the Test Server icon ® to verify interaction with an authentication server.

*  Use the Edit List icon = to label options, to change the order of the selection options in a split, add more options, or
add filters and restrictions.

* Use theicons on the split tabs to modify or delete a specific option.

When you create a new workflow, you will choose one of three options from a drop-down list called Workflow Template Type.
These options are described in detail in the following sections:

*  Modifying a Workflow Template on page 34
*  Creating a Workflow From a Blank Slate on page 36

e Using the Timed Access Workflow Template on page 56

Modifying a Workflow Template

You can modify a standard enroliment workflow template provided by Cloudpath.
To create a workflow from a template using sample data:

1. Go to Configuration > Workflows.

Cloudpath Enrollment System Quick Start Guide, 5.5
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2. Onthe right hand side of the Workflow page select Add Workflow.

The Create Workflow screen is displayed:

Enrollment Workflow
Modifying a Workflow Template

FIGURE 20 Create Workflow Screen - Selecting "BYOD and SMS Guest" For Workflow Template Type

Configuration > Workflows > Create

Create Workflow

i Display Name:

i Description:

1 Woarkflow Template Type: [ BYOD and SMS Guest ¥ |

_ MNone
Enroliment Portal URL Options
BYOD and SMS Guest
1} URL Hame: Timed Access

On the Create Workflow screen, enter a Display Name and Description.

From the Workflow Template Type drop-down list, select "BYOD and SMS Guest."
Fill out the URL Name field.
Click Save.

SR AN S

A workflow template, which contains a typical workflow sequence, is displayed. The step numbers are shown on the left

side of the workflow.

FIGURE 21 Workflow Template

=

Step 1: Require the user to accept the AUP Welcome Message and AUP - 2
-

Step 2: Allmalches in: | X 4 wisitors | | EMployess
Y

Step 3: Authenticate the user via Linkedin, Facebook, or Gmail
mp  Inser Slep Here

Result: Assign a device configuration and/or certificate.

s X B

S =E X B
P S =

p
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7.

Modify the existing workflow template as needed using the icons on the right side of each step. You can add or remove
steps, change the labeling, create filters on the splits, or modify the authentication server.

The workflow template contains basic workflow steps with sample data that can be modified to fit your network plan. These
basic steps are described in the following table.

TABLE 2 Example Workflow Template Steps

Step 1
Step 2

Step 3

Result

Acceptable Use Policy.

Split in the workflow to provide a different sequence of enrollment steps for Visitors and Employees. Splits can be

modified for other industries (for example, Students, Faculty, and Guests).

An authentication step for users.

The final step, which migrates the user to the secure network and assigns a client certificate, is not pre-populated as

this information is specific to your network.

Creating a Workflow From a Blank Slate

You can create a typical workflow from a blank slate. This sample workflow follows the steps provided in the workflow template.

1.
2.

o v kM w

36

Go to Configuration > Workflows.
On the right hand side of the Workflow page select Add Workflow.

The Create Workflow screen is displayed:

FIGURE 22 Create Workflow Screen - Selecting "None" For Workflow Template Type

Configuration > Workflows > Create

Create Workflow

i|  Display Name:

i Daseription:
i Workflow Tomplate Typa: None v
Enrollment Paortal URL O;Jti:n!_
BYQD and SMS Guest
i URL Nama:
Timed Accass

i Enable DNS Shortcut:

i Enforcs Required Paramelors:

On the Create Workflow screen, enter a Display Name and Description.

From the Workflow Template Type drop-down list, select "None."
Fill out the URL Name field.

Click Save, and you are returned to a blank workflow page.

Cloudpath Enrollment System Quick Start Guide, 5.5
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7. Onthe blank workflow page, click Get Started near the bottom of the page to add your first workflow step.

A selection page opens that allows you to choose which type of step (workflow plug-in) to add to the enroliment
workflow. Every time you add a step, the Step Selection page appears.

FIGURE 23 Enrollment Step Selection

iflows = Insert Step m m

o

Dipalry e Accmplabile Usa Podscy (AU

Ak B wrser B ne Dui G

Ak ey wnar sbout concurment corificates

AUh S 4 & TN party.
Ao abe waing & voucher from 2 Lporsge.
Pevioem out-of-band verfcaton

Reqoest sicovs from a s

for MAC-Based puthertstabon

Conplary e sy

Redred! the user,

Proengd Bha wiar o informaton

Aatheetsate vis 8 shared parvighv g

Eharge vaer ot vevvice

Acceptable Use Policy

Step 1 in the workflow requires the user to agree to an Acceptable Use Policy (AUP).

1. Select the button for Display an Acceptable Use Policy (AUP).

2. Select Anew AUP created from a standard template.

Cloudpath Enrollment System Quick Start Guide, 5.5
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3. Onthe Add Acceptable Use Policy page, enter the Reference Information and Webpage Display Information.

The Webpage Display Information is the what the user sees during the enroliment process.

FIGURE 24 Add Acceptable Use Policy

Insert Step
i Mame:
i Description
i Page Source: Standard Template
i tie
i Message:
i Bottom Label:
i Checkbox Default State: o
i Acceptance Checkbox Label:
i Checkbox Highlight Color: FCFFB3 Reset
i Continue Button Label:

Ll

D 3l

4. Choose Standard Template as the page source and check the Checkbox Default State box to specify that the default

setting is the acceptance of the AUP. Click Save.

The Workflow page displays the enroliment workflow with the AUP acceptance as the first step.

User Type Split

Step 2 in the workflow prompts for the type of user access.

38
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To create a User Type prompt:

1. Insert a step above the Result: step in the enrollment workflow.
2. Select Split users into different processes.

Select Use an existing split and choose User Type (a pre-existing split). The User Type split creates a prompt to select
either the Employee User Type or the Visitor User Type. These labels can be modified.

The Workflow page displays the enrollment workflow with the User Type option after the AUP step.

FIGURE 25 Workflow with User Type Split

Enroliment Process pok & Feel napshot(s Advanced
=
equire the user to accept the AUP Acceptable Use Policy A =
o
# Guests s = X —
e
Aﬁs‘gl‘l ) device nfiquration and/or certificate /‘

Authentication to a Local Server

Step 3 in the workflow authenticates a user against a Corporate AD server.

You can run the authentication test at any time from the workflow, or from the Administration > Advanced > Authentication
Servers page.

1. Select the Employee tab in Step 2 of the example enroliment workflow.
2. Insert a step above the Result: step in the enroliment workflow.

3. Select Authenticate to a local server.

Cloudpath Enrollment System Quick Start Guide, 5.5
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40

4.

Select Define a new authentication server. The Add Authentication Server page opens.

FIGURE 26 Add Authentication Server

= Connect to Active Directory

Delault AD Demaln

AD Host

AD DN:

AD Username Attribute: SAM Account Name L

Parform Status Check:

Usa For Ademin Logins:

Use For Sponser Logins:

Run Authentication Tost?

Usa VLAN Range:

Connoct to LDAP

Connoct to RADIUS

Connoct to SAML

Use Onboard Database

Enter the Reference and Active Directory Information .

(Optional) To test connectivity to the authentication server, select the Run Authentication Test box, and enter a Test
Username and Password.

(Optional) To allow users from a specific group to log in to the Cloudpath Admin Ul as administrators, check the Use for
Login Admin box and enter the Admin Group Regex for the authentication server group.

Click Next.

Select Use a new webpage created from a standard template.

The Create Credential Prompt page opens.
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Device Type Split
Step 4 adds an enrollment step prompts the user to select a personal device or a company-owned (IT- asset) device.

1. Insert a step above the Result: step in the enrollment workflow.
Select Split users into different processes.

3. Select Use an existing split and choose Device Ownership. The Device Ownership option prompts the user to select
either Your Device or Company Device. These labels can be modified.

NOTE

IIf

Use the Edit List icon to customize the split option labels.
The Workflow page displays your enrollment workflow with the Device Ownership option after the user
authentication step.

FIGURE 27 Workflow with Device Ownership Split

Properties Enrollment Process ok & Fee Snapshot

L J
o accep! the AUP Welcome Message and AUP S X =

L
matche X /' Employees /7 X [E

L]
Prompt the user for credentials from Annad3 Test BVT AD s X =N O]

-»
maict < J# Company Device V4 X —

L]
| a verification code ! IT Assets S X =

-»
Secure Internal Netw... and assign certificat ng Client Certificate T.. ra

Create a Filter in the Device Type Split
When creating splits in the workflow, you can set up a filter so that only certain users see this enroliment step.

For example, create a filter in the Device Type split that allows only users in a specified Active Directory group (ex. BYOD App) to
receive the option for personal devices. Users that are not in the BYOD App AD group do not have the option to enroll personal
devices and do not receive the Device Type prompt during enrollment.

1. On the Enrollment Workflow page, locate the step with the Device Type prompt. In this example, it is Step 4.
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a2

2.

On the right side of the step, click the Edit List icon to open the Selection Options page and edit the Your Device
option. This opens the Modify Step page, which allows you set up filters for this split in the workflow.

FIGURE 28 Modify Step - Filters and Restrictions

Allcwed IP3

m

ke
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In the Filters & Restrictions section, in User-based Filters, enter a regex to matches the BOYD APP in the Group
Name Pattern field. Cloudpath also supports Device-based, Location-based, Web authentication, and Voucher List

filters.
This filter only allows users that match the BYOD APP AD group name pattern to view the Personal Device user
prompt. Users that are not in the BYOD APP AD group cannot enroll personal devices on the network.

NOTE
To see a list of available group names, return to the workflow and run a test on the Authentication Server. The

test results show all of the different username patterns for the user.

Prompt for Voucher

Step 5 adds a voucher verification step for authenticated employees with IT-assets. To create this authorization prompt:
1. Select the Employees tab in Step 2 and the Company Device tab in Step 4 of the workflow.

2. Insert a step above the Result: step in the enrollment workflow.

Cloudpath Enrollment System Quick Start Guide, 5.5
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3. Select Authenticate via voucher and Create a new Voucher list.

FIGURE 29 Create Voucher List - Format and Notification Fields

Insert Step
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4. Onthe Create Voucher List page, enter the voucher specifications for the Employees with Company Devices workflow.
* Format - Describes voucher characteristics and validity.
* Notification - Set up the template for emailing the voucher or sending as an SMS message.
* Sponsorship - Use this section to configure the Sponsored Guest Access feature.

¢ Initial vouchers - Create one or more initial vouchers.

FIGURE 30 Create Voucher List - Sponsorship, Fields Displayed, and Initial Vouchers

ERow BN TeSUFe 8rery 7

5. For the voucher prompt, select Create a new webpage from a standard template.

6. On the Create Voucher Prompt page, enter the data for the voucher prompt and Save.

The Workflow page displays your enrollment workflow with the Device Ownership option after the user authentication step.
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Device Configuration and Client Certificate

A device configuration is a group of settings containing a single configuration per operating system. This configuration
determines the settings and behavior required to move the device from the onboarding SSID to the secure network.

The last step in the workflow is to migrate the user to the secure network and assign a client certificate.

Device Configuration
1. On the right side of the Result step, click the Edit icon.
2. Select A new device configuration.

On the Add Device Configuration page, provide a name for the device configuration. This is the name a user sees in the
device Wi-Fi networks list.

4. Select Wireless Connections (the default) and enter the SSID of the secure wireless network.

FIGURE 31 Configure SSID

Select the connection method{s) this device configuration supports:

o Wireless Connections
L 5510: TestSSID
I Authentication Style: Client Certificate [Recommended] ~
I I= this S5ID Broadcasi? Yes, the SSID is broadcast L
Wired 802.1X Connections

5. Set the Authentication Style:
* Select Client Certificate for TLS network configurations
*  Select PEAP for PEAP/MS-CHAPV2 network configurations
*  Select Static Pre-Shared Key for PSK network configurations
*  Select Ruckus DPSK for a Dynamic Pre-Shared Key network configuration on a Ruckus controller

6. Leave the default Broadcast setting and click Next.

Cloudpath Enrollment System Quick Start Guide, 5.5
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Specify Conflicting SSIDs.

This setting attempts to deter enrolled devices from joining listed SSIDs after the secure SSID is configured. It is
recommended that you include the open-enrollment SSID in this list. Specifying this option is required for mobileconfig-
based i0S/MacOS enrollments to disconnect from the open-enroliment SSID and re-scan for the secure SSID at the time
of the mobileconfig profile installation. Note that this option is case-sensitive, and the case must match exactly the value
broadcast by your wireless network infrastructure.

For mobileconfig-based Mac OS X enrollments to be disconnected upon profile installation, the "WLAN Profile Type"
must be set to "Machine." To locate this setting in the Ul, go to Configuration > Device Configurations, then click the
arrow to expand the device configuration. Next, click the OS Settings tab, then click the pencil icon to edit the field called
"Configuration from the Network(s) and Trust tabs" under the Mac OS X Settings area. In the Advanced Settings area, see
"WLAN Profile Type."

Select the operating system families and versions that to support within this device configuration.

You can restrict a particular version or service pack level after the device configuration is created.

FIGURE 32 Select OS Versions

Automatically Configured OSes

Cloudpath supports & widd amay of opocating Syshims. Soloct the opedrating Systirms balow thal you wish 10 Support within this dovied configuration. The kelowing opodating Sysioms are auviomated, requinng minimal

UEG iNbiraction,

FOS Versions: 105 9 and Newer ¥

Android Versions: Android 6.0 and Newer ¥

Windows (xE6/x64) Versions Windows 7 and Newer v

Mac OF X Versions: Mac OS 10.11 and Newer ¥

Chrome Versions: Chrome 51 & Greater ¥

Linux Versions: Ubuntu 15.04 & Fedora 22 and Mewer ¥

These operating systems are requise user interaction fo configure. Online instructions will be provided to the user

i Generic

Blackberry s
i Windows RT
i Windows Phone 8+ o
i Raspberry Pi

Select Client will authenticate to the onboard RADIUS server.

10. Configure additional settings for the device configuration.

A more comprehensive list of additional settings is available after the device configuration is created.

Continue to the next section to select the client certificate template with the appropriate user policy.
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Client Certificates
The final step in the enrollment workflow is to migrate the user to the secure network and assign a certificate to the user device.
This section describes how to specify which certificate template to use when assigning a client certificate to the user device.

You can set up different certificate templates for different user types. An employee or staff certificate template might be valid for
120 days, and a guest template might be valid for 1 day or until the end of the week.

After you set up a device configuration for the workflow, you configured and assign a new certificate template.
1. Select A new certificate template.

2. Select Use an onboard certificate authority.
3. Select Use an existing CA. Choose the default Root CA that was created during the initial system setup.

Cloudpath Enrollment System Quick Start Guide, 5.5
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4. Set up the Client certificate template. This template is used to issue a certificate to the client device.

FIGURE 33 Client Certificate Template

y

usernama{@other.company.com

5. Select or enter a Username Decoration. The decoration of the username within the certificate allows RADIUS policies to
be applied appropriately.

The domain for the Username Decoration fields is taken from the Company Information that was entered during the
initial account setup. Go to Administration > Company Information to change the default domain.
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6. Grant access for the appropriate amount of time.

For example, you might have a client certificate template for a guest user that is valid for one, or a few days, another for
a contractor that is valid for 6 months, and one for employees that is good for a year.

NOTE
To configure pattern attributes, certificate strength, and EKUs, check the Configure Advanced Options box
before you click Next.

7. Select any email notifications to be sent to the user related to the life-cycle of the certificate.
Additional certificate notifications can be configured after the template is created.

8. Optional. Enter RADIUS Options to assign a VLAN ID or Filter ID to certificates that use this template. These settings
only applies if you are using the Cloudpath onboard RADIUS server.

9. Click Next. The completed workflow shows all enrollment paths. The last step shows the device configuration which is
applied to the user device and the certificate template being used to assign a certificate to the user device.

FIGURE 34 Completed Workflow

t the AUP Welcome Message and AUP LS X
n 7 Vo 7
Prompt the user for credentials from Test AD > ®
#  Company Device ra
Prompt the user for a voucher from IT Asset-Voucher F X
Result Move user to Security Internal Ne... and assign cerificate using Client Certificate T.. ra

After you have finished configuring a enroliment workflow, create and deploy a snapshot of the workflow configuration to test
before deploying to users.

Charge User for Service

You can build a step into a workflow that directs a user to pay for a service by using a third-party payment system such as PayPal.
At this time, PayPal is the only service for which this step can be used.

The sole function of this plugin, called "Charge user for service," is to charge the user for a service, but you must build other
steps in your workflow to define the service being provided. If a user is to be limited to a certain amount of time to use a service,
such as being granted internet access, you must make sure that the correct timeouts on a corresponding MAC Registration step
or Certificate-assignment step are set. Examples are provided later in this section.
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To make this workflow step work properly, you need to create an application using the PayPal developer's site. You then need to
configure the workflow step in Cloudpath to communicate with your PayPal application.

What You Need to Do on the PayPal Developer's Site

Follow these basic steps:
1. Create a business account on the PayPal developer's web site.
2. Refer to the available PayPal developer's documentation on how to create the application you desire for Cloudpath.

3. Give the application a meaningful name so that you know it's intended to communicate with Cloudpath. The following
figure shows an example application on the PayPal developer's "Sandbox" (test) location:

FIGURE 35 PayPal Developer's Page

PayPal VEOEOT Docs  APls  Support Search
o Cloudpath —
Ry Appe & Craduntlale splay name: Cloudpath &
My Account
SANDBOX API CREDENTIALS
SANDBOX
Sandbox account
$h-uwned OB Dbusiness example com
Client ID
ACHENFY TupRi2A| Fxbeloi| SdYirnd WMPIUvAKSIYswufifidF fg 2gCHr Y TamfomE 2P xRvqQE KG rUOF
Secret

Hide

Created Secret

Statuz  Action

Jul29,  EIV0aHXqGFFSsjge-DfpDt8nzusd IWORVnMHTLS102hROSiaud7DKKVALYmMIFI Enabled
2019 mHisvtAsWpoluCLtBg

NOTE

The example figure above contains information that you will need when you configure the workflow step in
Cloudpath. The Client ID and Secret are the key elements of this application because they will need to be
copied and pasted into the Cloudpath configuration, described later. Note that if you change those values in the
PayPal application, they will need to be changed in exactly the same way in Cloudpath, or the plug-in will fail.

Adding the Corresponding "Charge for Service” Workflow Step in Cloudpath

To add and configure the charge-for-service step in Cloudpath, follow these steps:

1. In your workflow, click the " Insert Step Here" right-pointing arrow at the desired location to invoke the "Which Type of
Step Should Be Added" screen (refer to Figure 23 on page 37).

2. Scroll down and select the "Charge user for service" button:

Cloudpath Enrollment System Quick Start Guide, 5.5
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FIGURE 36 Charge user for service button

Charge user for service

Directs the user to pay for service via a third party payment service. This includes PayPal

3. Click Next. The "Which pay application configuration do you want to use?" screen appears. If a pay application
configuration already exists, the screen appears as shown below:

FIGURE 37 Inserting Pay Application Configuration Step

Configuration > Workflows > Insert Step m m m

Which pay application configuration do you want to use?

e A new pay application configuration

Creates a new pay application configuration

An existing pay application configuration
The existing pay application configuration 1o use for this workflow, Charge is assigned for each configuration

-

Select the existing pay application touse: =~ FayPal

4. For purposes of this example, select "A new pay application configuration," then click Next to invoke the Configure a Pay
Application page.

5. Configure the Pay Application page:
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FIGURE 38 Cloudpath Ul Pay Application Configuration Screen

Configuration > Workflows > Modify Step m “
Configure a Pay Application
i Display Name: PayPal
Dascription: Your charge for 6 hours of internet service is $3.50
PayPal
i Environment Test (Sandbox) v
il Application Id AQsnf3YTupRI2AJFxbel6NJISAYIrmE_WMPAUvAKS3Yswuf1f
Socrot ElY0aHXqGFFSsjge-DipDtBnzudd1W0gVnMHTLS 10zhRQS
Currency Type United States dollar (USD) ¥
i Amount 3.50

* Display name: Name of the step as you want it to appear in the workflow. This name is visible only to Cloudpath
administrators.

*  Description (optional): Wording that you want the user to see when they are presented with the third-party service
charge screen. (This description, if entered, will appear under the Ruckus logo shown in Figure 40.)

¢ Environment: Choose between "Test (Sandbox)" and "Production (Live)."

* Application ID: This ID is automatically assigned to your application by PayPal. In PayPal, however, it is called "Client
ID," as shown in Figure 35. Copy the Client ID from the PayPal Developer's page and paste it directly into the
Application ID field in the Cloudpath Ul Pay Application Configuration Screen.

*  Secret: This secret is automatically assigned to your application by PayPal. Copy the Secret from the PayPal
Developer's page and paste it directly into the Secret field in the Cloudpath Ul Pay Application Configuration Screen.

*  Currency Type: From the drop-down list, select the currency type to use when the customer is billed.
*  Amount: Enter the amount to be charged. You can use decimals for the appropriate currency. (Commas and other
formatting are not permitted.)

Click Save when you are done configuring the values.

6. After you save the configuration in the previous step, you are returned to your workflow. Check that the PayPal step has
been added, as shown in the following example:
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FIGURE 39 Workflow After Adding PayPal "Charge User for Service" Step
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Y

Step2:  Allmatchesin: | % 4 wyisitors | | EmPloyees | + P G
b

Step 3: Charge the user for service PayPal s, X E
mp  Insert Step Here

Result: Assign a device configuration and/or certificate. /’

7. Tothe far right of the PayPal step, you can click the Preview icon to view how the user will be presented with this service-
charge step:

FIGURE 40 Service Charge Screen Preview

RUCKUS™

an ARRIS company

Your charge for & hours of internet service is $3.50

P PayPal

P PayPal CREDIT

visal O a2

mastercard

Powered by PayPal'

DISC@VER
o

The user will then make a selection to proceed with their payment.
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8. You can add additional steps as desired. You at least want to make sure that you add any other steps to support what
the user is being charged for. In this example, the user is told there is a charge of $3.50 for six hours of internet use.
Therefore, you want to be sure that the user's session ends after six hours. Methods for doing this include:

* Making sure to issue a certificate that expires after the desired amount of time. You can go to Certificate Authority
> Manage Templates, click the pencil icon of the template you are using for onboarding in the workflow, scroll to
the "Validity Period" section of the configuration screen for this template, and set the certificate to expire six hours
after issuance, as shown below:

FIGURE 41 Expiration Date Setting for a Certificate

Validity Period

The following properties determine the lifespan of the issued certificates. We recommend setting the start

date to 1 month before issuance to avoid issues with end-user system clocks.

i) Start Date: 1 Months ¥ before issuance

i) OCSP Monitoring: Revoke if unseen for 30 days.

* Using a MAC Registration step in your workflow, and making sure that the expiration is set as desired. Go to
Configuration > MAC Registrations. Click the pencil icon of the applicable MAC Registration, and in the
"Registration Information" part of the screen, set the fields, as shown below:

FIGURE 42 Expiration Date Setting for a MAC Registration

i/ Expiration Date Basis: Hours After ¥

i/ Offset: E

You might be interested in using the "Charge for Service" plug-in with a Timed Access Workflow, described in the
Using the Timed Access Workflow Template on page 56 section. At the end of that section, which shows a sample
workflow that automatically creates and uses MAC Registration lists, you could place a "Charge for Service" plug-in
between Steps 5 and 6 in the workflow shown in Figure 45 on page 58, and you could configure the timed MAC Reg
lists to match the amount of time for which the user is being granted access.

NOTE

The Cloudpath environment for this plug-in is tied directly to the PayPal environment. Therefore, after you have tested
your workflow and are ready to go "live," you need to obtain the Client ID and Secret from the live version of the
application on the PayPal developer's site, then update the corresponding fields in the Cloudpath Ul Pay Application
Configuration Screen with those values, then publish the workflow again.
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Using the Timed Access Workflow Template

You can the Timed Access workflow template to create a workflow that allows limited-time access for a user based on MAC
address authentication.

The main concept of the Timed Access workflow template is to give users free access to a network connection for a limited time
period, and, when that time period expires, they can re-enroll their device to one of the a pre-configured "premium" lists. You can
use other workflow plug-ins to add steps to this workflow, and in fact that is how the Timed Access template is intended to be
used. An example of a useful plug-in that works well with this template is described later in this section.

The procedure below demonstrates how to create a Timed Access workflow.

56

Go to Configuration > Workflows.
On the right hand side of the Workflow page select Add Workflow.

The Create Workflow screen is displayed:

FIGURE 43 Create Workflow Screen - Selecting "Timed Access" For Workflow Template Type

Configuration > Workflows > Create

Create Workflow

i/ Display Name: [ex. Production]

i Description;

Timed Access ¥

i Workflow Template Type:
) ) None
Enrollment Portal URL Options
BYOD and SMS Guest
i/ URL Name:

On the Create Workflow screen, enter a Display Name and Description.

From the Workflow Template Type drop-down list, select "Timed Access."

Fill out the URL Name field.
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6. Click Save, and you are returned to the workflow page that is shown in the following figure.
FIGURE 44 Timed Access Workflow After Initial Creation

=
Step 1: Require the user to accept the AUP Welcome Message and AUP - 3 S X B

»
Step 2: Firstmatchin: | % 4  PremiumUser ¥ | | Non Pror Y F = X B

w  Insert Step Here
Result: Assign a device configuration and/or certificate. r
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7. Expand the workflow to show its complete logic by clicking Non Premium User, then clicking Free/Premium User, then
clicking Premium Registration. The workflow appears as shown in the following figure:

FIGURE 45 Timed Access Workflow Fully Expanded

Properties Enrollmeént Process Look & Feel Snapshol{s) Advanced
e
Require the user to accept the AUP Welcome Message and AUP - 2 s X% =
=
Step 2 First match in: | Premium User ¥ | s¢ 2 Non Premium User ¥ s E X E
Y
p 3 First match in: |FreeUser W | | s 2 FreerPremium Us... ¥ F X =
=
Step 4 All matches in: o Uant T T ¥ Premium Registr.., ,’ X ?
=
Step 5 Allmatchesin: | % # 30min | |° 1 day - — S <
=
Register the MAC address for Premium List - 30min ,’ b4
Y
Result Assign a devic s

The following MAC registration lists are automatically created by this workflow template, and can be viewed in the
Configuration > MAC Registrations portion of the Ul:

*  Premium List - 1day
¢ Premium List- Thr
*  Premium List - 30min

*  Free List
Free User Registration

The Free User Registration branch is exposed to users only when they enroll for the first time within a 24-hour period. The Free
List is pre-configured to have a 30-minute expiration; this list is automatically cleaned up every 24 hours so that users can again
use the Free User Registration branch again in the next 24-hour period.

Workflow Logic:
To understand workflow logic and how the user gets presented with various steps, it is essential to know how "First match in"
and "All matches in" work during user enrollment:

* "First match in:" The first branch (going from left to right in the workflow) where the criteria being evaluated matches
that of the user is used automatically.

o "All matches in:" All branches are evaluated to determine if the criteria being evaluated matches that of the user. After
this determination has been calculated, all options that are a match are offered to the user, and the user can select an
option from the choices presented. If only one match occurs, the matching branch is used automatically.
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The basic steps shown in this workflow are described in the following table.
NOTE
In the Ul, be sure to use your cursor to hover over the text of each workflow step, and the logic of each possible option
is described.

TABLE 3 Description of Steps in Timed Access Workflow Template
Step 1 Acceptable Use Policy.
Step 2 First match in:

. Premium User: An enrollment whose MAC address is already registered in one of the three premium lists is
taken down this branch. This branch is never available to a first-time enrollment in a 24-hour period. If this
option is a match, the enrollment then goes directly to the device configuration (Result step).

¢ Non Premium User: Any enrollment that does not match the "Premium User" criteria is taken down this
branch. A first-time enrollment in a new 24-hour period is taken down this branch.

Step 3 First match in:

. Free User: An enrollment whose MAC address is already registered in the Free List (and has not yet expired)
is taken down this branch. If this option is a match, the enroliment then goes directly to the device
configuration (Result step).

*  Free/Premium User: Any enrollment that does not match the "Free User" criteria is taken down this branch.
Step 4 All matches in:

. Free User Registration: Presented if the MAC address is not currently in the Free List, nor is the MAC address
marked as "expired" or "revoked" in the Free List. If this branch is chosen, the MAC address is registered to
the Free List and the enrollment is assigned a device configuration (Result step).

*  Premium Registration: Available to all enrollments
A first-time enrollment (for a new 24-hour period) will either be presented with both options or will be taken down the
Premium Registration branch.

Step 5 All matches in:
. 30 min: Available to all enrollments
. 1 hour: Available to all enroliments

e 1 day: Available to all enroliments
These options are presented to all enroliments who have gone down the Premium Registration branch. The user
makes a selection, and the enrollment proceeds with the MAC address getting registered.

Step 6 Register the MAC address: The MAC address is registered in the selected premium MAC Registration list.

You can determine what other steps you want to include in your workflow. For example, a "Charge user for service" step would fit
well within a workflow where timed access is involved. You could insert such a step before the MAC Registration step. For
information about using the "Charge user for service" step, see Charge User for Service on page 50.

Using Auto VLAN

You can use the Auto VLAN feature to assign available VLAN IDs from a configured range of VLANs to users during their
enrollment.

The range of VLANSs that you configure creates a VLAN pool in the database. Each customer account can have one VLAN pool.
Once the pool has been created, you can increase its size by expanding its range. However, if you shrink the size of the pool,
existing users who have a VLAN that is outside the new range will maintain that VLAN until the next time they enroll, at which
time they are assigned a new VLAN.

There are three main steps to setting up the Auto VLAN feature:

* Assigning the ${VLAN_POOL_ASSIGNMENT} variable in the desired area of Cloudpath. For example, you can use this
variable for certificates, MAC registrations, and legacy DPSK. Using this variable allows the RADIUS server to select the
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VLAN port assigned to an authenticated user. This section will use certificates as an example of how to enact the Auto
VLAN feature, but refer to Other Areas of the Cloudpath Ul Where You Can Use Auto VLAN for additional information.

Enabling the feature for your authentication server in the Configuration > Authentication Servers portion of the Ul

Defining the VLAN Range and the default VLAN in the Administration > System Services portion of the Ul.

Configuration Steps for Setting Up the Auto VLAN Feature In a Certificate:

Follow the steps below to configure the Auto VLAN feature in an onboarding certificate:

60

NOTE
The same general steps apply if you want to set up Auto VLAN for another area of the Ul where you define a VLAN

Go to Certificate Authority > Manage Templates.
a. Click the pencil icon to the right of the onboarding certificate template.
b. Scroll down to the Policy - RADIUS Attributes section.

¢. IntheVLAN ID field, enter the variable: ${VLAN_POOL_ASSIGNMENT} thereby allowing the RADIUS server to select
the VLAN port that gets assigned to an authenticated user.

FIGURE 46 Certificate Template VLAN Variable Setting

Palicy - RADIUS Attributes

i Allow Authentication via RADIUS :

D Login By Certificate ‘.'.:l".e na L!E"\’I:'.‘El authenticates using a certificale from this template, Cloudpath will return RADIUS attributes based on the
BERyoet ol 0 RO bon Helow.
/——\\{?—; These attributes may be used to apply a dynamic VLAN, an ACL, of other connection policies,
RADIUS Policies
ex. VLAN: 50
i Reply Username: Certificate Common Name (Default) v

i Allowed $SID{s):

i! VLANID: .
i Filter 1D:
i Class:
i Reauthentication: fex. 864 Seconds
o+
d. Click save.

e. To confirm that the variable setting was properly set, you can go to Configuration > RADIUS Server, click the
Policies tab. Under the "Success Policy Attributes" column, you should see the variable:
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FIGURE 47 Confirming VLAN Variable in RADIUS Server Policies

Configuration > RADIUS Server

Status Paolicies Clients edurocam Altributes External Open Access Acco

Success Policy Attributes

mptate ‘usemameiibyod company.oom’

2. For each traditional authentication server that you want to support this feature, you must enable the "Use VLAN Range"
check box:

Go to Configuration > Authentication Servers.

b. Whether you are adding a new authentication server or need to edit the configuration of an existing authentication
server, go to its configuration, as shown in the example figure below for an Active Directory authentication server.

c. Enable the "Use VLAN Range" checkbox, as shown in the figure below. (Note that it is not enabled by default.)
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FIGURE 48 Enabling Checkbox to Use VLAN Range on Active Directory Authentication Server

Connoct to Active Directory

Reference Name:

i Default AD Domain:

i ADHost

i ADDN:

i AD Ussrnama Attribute:

o)

Vorif A nE
Verify Account Status On E

i/ Perform Status Check:

Additional Logins

i Use For Admin Logins:

i Use For Sponsor Lagins:

raat Alithont
fest Authont

i Run Authentication Test?

i Reset Trusted Server:

i Uso VLAN Range:

Corporate AD

demo.sample.local

Idaps:/192.168.4. 170

de=demo,de=sample,de=lecal

SAM Account Name

NOTE

Without this check box enabled, a VLAN will not be assigned to a user, and any currently assigned VLANs
will be removed from users if they re-enroll by means of an authentication server where this box is not

checked.

d. Click Save.

3. Go to Administration > System Services:
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FIGURE 49 System Services Page
Administration > System Services

» Servic Web Server 7

> Service Network

> Ser SSH Q

> Service: Support Tunnel O

> Service: QOutbound Email /7

» Service: Outbound SMS ’

¥ Service Logs 7

> Service: External Reporting Server /7

» Service: Virtual Machine

> Service Alexa /7

» Servic Auto VLAN Assignment 4

Scroll down and click the pencil icon to the right of the "Auto VLAN Assignment" service.

b. Setthe values as desired in the VLAN Assignment window; an example is shown below:

FIGURE 50 VLAN Assignment Window in System Services

i

Administration > System Serv

VLAN Assignment

VLAN Range:

Default VLAN:

ices > Auto VLAN Assignment

4-5, 20-24

11

c. Click Save.

VLAN Range: Range to use for automatic VLAN assignment. A single user is assigned the same VLAN for all
devices. Any changes to the range will affect future enrollments only.

Example of how to specify a range in a valid format: 1-142, 532, 1000-1235

Default VLAN: The VLAN to use once all other VLANs defined in the pool have been assigned to other users.

The following figure shows the Auto VLAN Assignment service expanded after the VLAN assignments have been
saved:
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FIGURE 51 Auto VLAN Assignment Information

W Service: Auto VLAN Assignment "

atic VLAN assignment w

Range: 4-5, 20-24

Default VLAN: 1111

How the VLAN ID Gets Assigned During Enroliment

As an enrollment is made that uses a traditional authentication server (as specified when you create your workflow), an identity
is either created or retrieved from the database. If the identity is on an authentication server with the "Use VLAN Range"
checkbox enabled, a VLAN is selected (lowest available number), and the identity is assigned to this VLAN. This VLAN is shown in
the User Information section of the Dashboard > Users & Devices page. For example, if the configured the VLAN ranges are 4-5
and 20-24, as shown in the figure above, the first user who enrolls would be assigned a VLAN ID of 4 because 4 would be the
lowest available number (see the "VLan Assignment" field in the figure below):
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FIGURE 52 Dashboard: Users & Devices Information Shows VLan Assignment

User Information

i Username:
I Email Address:
Blocked:

i Common Name:

i | Office Name:
i Department:
i Company:
i | Server Name:
i Server Type:
i’ Domain:
Vian Assignment:

i Groups:

Actions:

i ' Distinguished Name:

bob
bob@cloudpath. net
MNo. | Block

Bob Smith
CN=Bob Smith,CN=Users,DC=demo, DC=sample, DC=local
Bob Office

Bob Dep

Bob Corp
Corporate AD
Active Directory
demao.sample.local
4
BYCD-EMPLOYEE

Allowed RODC Password Replication Group

Administrators

Revoke/Block All Enroliments

NOTE

All devices registered to the same user/identity are assigned the same VLAN ID.

Enrollment Workflow

Using Auto VLAN

If an authentication server has not been enabled to support the VLAN behavior, then any existing VLAN assignments are
removed from the user during enrollment, and that VLAN ID then is released back into the VLAN pool for use by an
authentication server that does support the VLAN behavior.

Other Areas of the Cloudpath Ul Where You Can Use Auto VLAN

In addition to using Auto VLAN in certificates, you can also use this feature in the following areas of the Cloudpath Ul:

* Legacy DPSK - From within a workflow, insert a step: Generate a Ruckus DPSK > Store DPSKs in a controller (Legacy)

> A new DPSK configuration, "VLAN ID" field

*  MAC Registrations - From the Ul: Configuration > MAC Registrations > Add MAC Registration, "Authentication
Attributes" section; add the following three Success Reply Attributes:

- Tunnel-Private-Group-Id (string) - Set this attribute to the variable ${VLAN_POOL_ASSIGNMENT}

- Tunnel-Type (integer) - Set this value appropriately for your system.
- Tunnel-Medium-Type (integer) - Set this value appropriately for your system.
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Publishing the Enroliment Workflow

A workflow is published using Snapshots. A snapshot is a version of a workflow configuration. You can create and maintain
multiple versions of each configuration. However, only one snapshot can be active at a time for each workflow.

The Workflow list contains status of the workflow (published or unpublished), the Enrolilment Portal URL where a configuration
is deployed, and the last published time for each workflow configuration.

FIGURE 53 Publish Workflows

Workflows

W S
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When you publish a workflow, this creates a snapshot of the workflow configuration. To publish the workflow:

1. Navigate to Configuration > Workflows tab.
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2. Onthe Workflow configuration page, click the Publish icon next to the workflow to publish.

FIGURE 54 Create New Snapshot

Create New Snapshot? = |

B Are you sure that you want to create and activate a new snapshot?

o

The URL below will be used by end-users during enrollment. It is important that this URL is
correct for communication from the end-user to the system. Also, if HTTPS, it is important that
the web server certificate and DNS are properly configured. Incorrect setup of this URL may lead
to 404 NOT FOUND errors during enrollment. If the end-user is accessing the system through a
load balancer, this most likely should be the DNS handled by the load balancer.

URL: https://newui.cloudpath.net/enroll/Regression/MewWarkflow/

I#| Remove oldest inactive snapshot if 5 exist.

Cancel Create

3. Select the Wizard version to use for the new snapshot. The Cloudpath Wizard is the application provided to users to
automate the enrollment process.

4. Verify the Enrollment Portal URL for the snapshot.
5. Click Create.

It takes a few minutes to build the deployment package. During this process, all Cloudpath workflow branches are pulled in by
the Cloudpath system and bundled as one configuration.

How to Test a Published Workflow

Test the enrollment process for the active workflow snapshot using the Enroliment Portal URL. The Enrollment Portal URL
provides access to the user enrollment process, which contains the workflow and if applicable, the Cloudpath Wizard.

1. Navigate to the Configuration > Workflows page.
2. Onthe workflow list, select the workflow to test.

3. Click the Enrollment Portal URL. Be sure that the snapshot you want to test is the active snapshot (green icon).
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Administration Overview

Access the Cloudpath Administration tab to manage system-related operations, using links in the following sections:

Administrators

During the initial account setup, Cloudpath sets up an administrator account using the company information provided during the
setup. By default, there is also an Administrator Group, which allows administrative access to the Admin Ul using credentials
from the configured authentication server. This allows users who belong to a specific group to access Cloudpath.

Manage administrator access to the Cloudpath Admin Ul from Administration > Administrators.

FIGURE 55 Add Administrator

Administrator Information

i Display Name: New Administrator :

i) Phone Number:

i | Description:
A
i Enabled: "
i! Display Timezone: [System Default] v
i) Date Format: YYYYMMDD hhmm z (20141230 2359 MST) ¥
Login Information
i Username: newadmin@company.com ’
Password: Temporary password will be emailed to the user
i) Role Administrator ¥ |
i Allowreset by email? &
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Administration Overview

Cloudpath supports the following Administrator Roles:

*  CA Administrator - Allows full configuration access to the Administrative Ul. This administrator role can manage all
administrative users.

* Administrator - Allows full configuration access to the Administrative Ul, except for Certificate Authorities. This

administrator can manage Administrator and Viewer administrative users.

*  Viewer - Allows view-only access to Enrollment, User, and Certificate records on the Dashboard, the enroliment
Workflow, and the Documentation and Licensing pages. This administrator cannot manage other administrative users.

Company Information

Company Information - Used within the URL for enrollments and sponsorships, and included in the onboard CAs.

System Services

Navigate to Administration > System Services to restart or view logs for the application server, web server, configure email or

SMS servers, or start up a support tunnel.

FIGURE 56 Cloudpath System Services

Administratio
b3 Service
» Service
5 Se
> Service
> Service:
» Servic
b3 Servic
h2 -

» Service
» Service
> S

. System Services

Web Server
Metwork

SSH

Support Tunnel
Outbound Email

QOutbound SMS

Logs

External Reporting Server

Virtual Machine

Alexa

Auto VLAN Assignment

Web Server - Download the Apache Server access and error logs from the Web Server component. You can also Restart

the web server, generate a CSR, edit administrative access restrictions, and download or upload the web server

certificate, or if needed, upload a code certificate.
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*  Network - The Network service displays network properties for Cloudpath, and provides access to view or download the
diagnostic logs.

* SSH - Use the SSH service to enable, disable or change the access port. SSH runs on ports 22 and 8022. You can set the
port number using the command line or from the user interface. Even if you disable SSH access for both ports, SSH can
continue to run.

*  Support Tunnel - The Support Tunnel service allows you to open a support tunnel to help you in diagnosing issues with
your application or configuration.

*  Outbound Email - Use the onboard email provider or configure a local email server.

*  Outbound SMS - Use the onboard SMS provider, enter a CDYNE account or route SMS message through a customer-
owned account.

* Logs - Configure where syslog messages are sent. You can enable the syslog, select the protocol over which the syslog
messages are sent, and enter a host and port number.

*  External Reporting Server - Allows you to integrate Cloudpath enrollment data with a reporting server, such as the ELK
stack (Elasticsearch, Logstash, and Kibana).

*  Virtual Machine - Displays the system clock and system information about the virtual machine. You can also reboot or
shut down the virtual machine from this page.

* Alexa - Allows you to bind or unbind Alexa, remove old binding data, or get Alexa log files.

*  Auto VLAN Assignment - Allows you assign available VLAN IDs from a configured range of VLANs to users during their
enrollment.

System Updates

System Updates - View and manage the Cloudpath build versions.

Data Cleanup

Data Cleanup - Manage database cleanup thresholds for enroliment records, abandoned certificates, vouchers, notifications,
manage wizard versions, and other system events.

Firewall Requirements

Firewall Requirements - Displays inbound and outbound traffic from Cloudpath to assist with firewall configuration.
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Overview

The components listed in the Configuration tab are described in the following sections. They are typically set up during the
Initial System Setup, or during the workflow configuration, but can be modified as needed.

The Workflow tab is covered in #unique_48.

Device Configurations

A device configuration is a group of configuration settings for a specified WLAN or wired network. Device Configuration settings
are managed using the following tabs:

* Summary tab - An overview of the device configuration settings.
*  Networks tab - WLAN settings.
* Trust tab - RADIUS server information and certificate chaining.

*  OS Settings tab - User experience, network, and additional settings that are specific to an operating system or a specific
version of an operating system.

* Passpoint tab - Passpoint settings for the device configuration, which includes certificate settings, and home service
provider, subscriber, and policy settings.
Refer to the Configuring Cloudpath to Support Hotspot 2.0 Release 2 (Passpoint) guide on the Admin Ul Support tab for
complete details on setting up a Ruckus SmartZone controller and Cloudpath for Passpoint.

* Credentials tab - (For PEAP networks only) Settings related to password-based Wi-Fi.

RADIUS Server

View and manage the onboard RADIUS server.

*  RADIUS Server Status - View status, settings, and certificate information, generate a CSR, or upload a certificate. You can
also download RADIUS server certificates and log files or export onboard CA information to be used to set up an
external RADIUS server.

- Connection Tracking - Enabled by default on new systems, Connection Tracking displays the current device
connections on the Dashboard > Connections page. RADIUS Accounting must be enabled on your wireless LAN
controller. See the Integration with Ruckus Controllers guide on the Support tab for more information.
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- CoA- Enable CoA to send Change of Authorization disconnect messages (DMs) from Cloudapth to the switch or
wireless LAN controller. You can send disconnects from the Dashboard > Connections page, or via an enrollment
Revoke. See the Onboard RADIUS Server CoA guide on the Support tab for more information.

Policies - View all policies for the onboard RADIUS server, including those assigned by certificate templates, eduroam
configuration, and MAC registration policies.

Clients - View all RADIUS allowed to call into the RADIUS server, including any eduroam clients.
RADIUS Server and eduroam - Configure a eduroam federation server to interact with the onboard RADIUS server.

Attributes - Define the RADIUS attributes that will be visible in the system. These attributes, which are included in the
Access-Accept/Reject reply from the RADIUS server, can be added to the certificate template, MAC registration, and
eduroam configuration.

External - Download a zip file, which provides the information and CA certificate needed for an external RADIUS server.

Open Access - Configure open access for a specific SSID, for a specified time-period for short term usage.

NOTE
We recommend using Open Access in a limited, or test environment. SSIDs configured for Open Access are not
secure.

RADIUS Accounting - If your wireless LAN controller is configured to support RADIUS accounting, and if Connection
Tracking is enabled, the Accounting tab displays RADIUS accounting packets local to the Cloudpath server. See the
Integration with Ruckus Controllers guide on the Support tab for more information.

FIGURE 57 RADIUS Accounting
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Authentication Servers

View and manage the servers against which users may be authenticated. This includes local servers such as Active Directory and
LDAP, as well as third-party services, such as such as Facebook, SAML (Shibboleth), RADIUS via PAP, and an onboard database.

Firewalls and Web Filter Integration

Configure Cloudpath to integrate with Palo Alto Firewalls and Web Filter applications.

Cloudpath supplements data already captured by these applications by adding mappings of the IP address to a Userld, which
allows the captured traffic to be identifiable. When the user joins the network via Cloudpath, the firewall or web filter application
is notified of the user’s login. Similarly, when a user is known to have left the network, the application is notified of the logout.

MAC Registration Lists

View and manage MAC registration databases, which allow network access to devices that do not have the 802.1X supplicant
capability.

Each database has its own policies. When a device is registered, it is assigned to one of the databases. Cloudpath provides a
template for importing MAC address in bulk using a .csv or .xIsx file.

APl Keys

A list of the APIs currently in use with Cloudpath.

The REST APIs allow the system to actively notify external systems and to be queried and manipulated by external systems.
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Dashboard
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*  Event Response

Overview

The Cloudpath dashboard provides detailed information about the number and status of enroliments on your network, including
notifications, events, certificates, MAC registrations, and scheduled reports.

Enrollments

The Enrollments table allows you to review enroliments, including the associated user, device, and certificate information. The
Enrollment Paths tab shows a graphical depiction of the different paths taken by users during the enrollment process.

FIGURE 58 Enrollments Table
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NOTE

Use the view icon to display further details about a specific enrollment record, to revoke a certificate, or to remove the
enrollment record from the database.

Records Export

Enrollment and User data can be can be downloaded, as a CSV file or Microsoft Excel spreadsheet.

Use the CSV Exporticon |: or XLS Export icon ) |ocated at the bottom of the table.
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By default, the Enrollment data files are named enrollments.txt or enroliment.xls and the User data files are named users.txt
or users.xls.

The Enrollment and User export files are designed to be a quick view of the activity since midnight. To export only certain items
in the table, for a specific date and time, or to export items for a longer time period, see Scheduled Reports.

FIGURE 59 Download Enrollment Records

Enrollment Paths

During enrollment, the user is taken through a sequence of steps, called an enrollment workflow. The workflow depends on the
selection chosen when the user is prompted, and on any configured filter in the workflow. For example, the user can select the
Employee or Guest path, and then be moved to the IT Asset device path, because their Active Directory credentials, by way of a
filter, caused them be moved to the Personal Device path.

The Enrollment Paths tab shows a graphical depiction of the paths taken by users during the enrollment process.
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FIGURE 60 Enrolilment Path
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Connections

The Connections tab displays the current device connections for the Cloudpath system. To view the connections, RADIUS
Accounting must be enabled on your wireless LAN controller and Connection Tracking must be enabled for the onboard
RADIUS server. See the Cloudpath Enrollment System Integration with Ruckus WLAN Controllers Configuration Guide for more
information.

Cloudpath Enrollment System Quick Start Guide, 5.5
Part Number: 800-72418-001 Rev A 79



Dashboard
Users & Devices

FIGURE 61 RADIUS Connections
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You can send Change of Authorization (CoA) disconnect messages (DMs) to the controller or switch from the Connections page,
or via an enrollment Revoke. See the Onboard RADIUS Server CoA guide on the Documentation tab for more information.

Users & Devices

The Users table provides a list of User records, including user devices, enroliment paths, and certificate information for each

user.

FIGURE 62 User Table
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NOTE

Use the view icon to display further details about a specific user record, to block the user, or to remove the user record

from the database.

Device Types

The device type information is obtained from user-agent during the initial enroliment attempt. The device types graphs show the

enrollments by operating system.
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FIGURE 63 Device Types

Apple (214 Devices) Canonical (16 Devices)

i35 5 (Fad)
[Mljias 7 (Pad)
a5 2 | Fad)
o5 5 Fad)

-_'i}E B | Phomc)

Wljwac 05 X EL Capitan (10.11)
[Mlvac 05 X Lion {10.7)
[Mlvac 05 X Mavericks | 10L9)
[Mljvac 05 X Man Licn (10.8]
[Wwac 05 X Yosemie (1010 |

'-_'len.r'.a.

Microsoft (170 Devices) Other (7 Devices)

[Wfwinccus 1o

[l }wincows 7

(Il incios B

Wl wrinciows 8.t

I} inciows Praone 8
[lwincows Phane 8.1

===
- L iinise

Form Factors

The form factor is obtained from the device user-agent during the initial enrollment attempt. The form factor graph displays the
device type, such as computer, tablet, or mobile phone.
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FIGURE 64 Device Form Factors

Computer (4743 Devices) Maobile (2081 Devices)
[ ] Lines
[Mlmac o5 x B 2ndroid 1.
Hwindows 2000 Wlandroid 2.x
Wwindows 7 |IEandroid 4.x
W windows & Wjics 4 (irhone)
M windows Vistal Mics 5 [iFhane)
|windows XP

Tablet (1221 Devices) Unknown (B8 Devices)

Wjics & (irad)

: ; Bl {unknown
MlMac 05 X [iPad) S

MAC Registrations

The MAC Registration table displays all devices that have been registered using the MAC address instead of being enrolled using
a certificate.

Certificates

Cloudpath issues client certificates to users based on the templates set up for specific users and devices. Server certificates can
be issued for the RADIUS server, web server, or other external server in your network. The active certificates graph displays, by
date, the number of active (not expired) client and server certificates, and from which template they were issued
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Dashboard
Certificates

The Certificates table lists all server and client certificates issued by the onboard CA. Use the Active, Revoked, Expired, and All

tabs to filter the data in the table.

FIGURE 65 Certificates Table
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NOTE

Use the view icon to display further details about a specific certificate record, to disable or revoke the certificate, to

download the certificate, or to remove the user record from the database.

Active Trends

The Active Certificates graph displays, by date, the number of active (not expired) client and server certificates, and from which

template they were issued.

FIGURE 66 Active Certificates
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Expiring Trends

The validity period of certificates issued by Cloudpath is derived from the certificate template used when the certificate was
issued. The Expiring Certificates graph displays, by date, the number of client and server certificates that are about to expire,

and from which template they were issued.
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FIGURE 67 Expiring Certificates
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Notifications

The Notifications tab allows you to review emails and SMS messages, event logs, and schedule reports.

oot et [l
cust o2 [l
Server [l
s [

=

Notification Records

The Notifications table displays email and SMS notifications that have been sent by the system. The system logs email and SMS
notifications sent for sponsors, messages for vouchers, network access, and certificate issuance or revocation.

FIGURE 68 Notifications Table
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Events

The Events log displays all system events, such as account logins, enrollments, acceptance of AUPs, registrations, certificate
issuance, errors, account updates, and snapshot creation.

Schedule Reports

The scheduled report feature allows you to schedule a task to export enrollment record data, by date, or schedule a recurring
export. For example, you might schedule an enrollment data report to occur on a weekly, or daily basis. This report can be
emailed to one or multiple email addresses.

You can schedule multiple reports. For example, you can create a report that emails an enrollment record report based on
enrollments with revoked certificates, and another based on issued certificates.
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To schedule a task:

1. Go to Dashboard > Notifications > Scheduled Reports.
2. Onthe Scheduled Reports page, click Add Scheduled Report.

FIGURE 69 Schedule Enrollment Records Export

Modify Schieduled Beport

Hame;

Desaription:

Enabled:
Enasil
Emall Addresses:
£ rasdl Subject:
Schedule
Fregiiency:
Time:
Enrsllment $tatis To Inchude
Include Abandomed ?
Indiide Authsrzed?
Include Explred
Irecliede Initiated?
Include Contificate Tnaued?
Include Rejected?
Inchide Revaked ?
Include In Progress?
Report Coniend

Cobunnis To Indlude:

B hsudpath.net

Every Doy »

12100 &M MOT

I Codumns v

Dashboard
Notifications

3. Onthe Modify Scheduled Report page, enter the Name, Description, Email Address and Subject for the recipient of

the enrollment records report. You can enter multiple email addresses, separated by commas.

4. Specify when task is to be run. The execution period can be a specific date or you can set up a recurring report to be
emailed daily, weekly, or monthly.

5. Inthe Enrollment Status To Include section, check the information to be included in the report. For example, select

Certificate Issued and Enroliment Complete to create a report that shows the number of devices that have

successfully onboard to the network.

6. Specify the Report Content, which determines the data columns that will be included in the report.

7. Save the scheduled task.

FIGURE 70 Scheduled Report
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The enrollment record data is emailed, as a CSV file, to the specified address, at the scheduled frequency. You can also
download an interim report from this page.
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Event Response

Use the Event Response page to block a large number of enrollments or users, or revoke certificates in bulk using information in
an uploaded Excel (xls or xIsx) spreadsheet.

FIGURE 71 Event Response
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The Excel spreadsheet, which is a file of enroliment records, can be filtered and downloaded from the Dashboard > Enroliments

(or Certificates) page, allows you block/unblock users or enrollments, or revoke/unrevoke certificates.

86

Cloudpath Enrollment System Quick Start Guide, 5.5

Part Number: 800-72418-001 Rev A



Support

. OVEBIVIBW. ... cttteeiee e e eeitite e e e eeettte e e e et esiba e e e e e eeeeabaeaeeeeeeabasaeeeeeasbbaaaeeeeeassassaeeeeeassssasaeeesanssbbaaeeeeeessbaaeeeeeeessssaseeesanastrareeens 87

Overview

The Support tab provides links to technical documentation, information related to product licensing and statistics, diagnostics,
and a process for uploading a support file, if needed.

Documentation

The Documentation page contains technical documents for getting the system set up, integration with other systems, managing
the system, and special configuration instructions. This page also provides links to the most commonly used pages in the
Cloudpath Admin UL.

Licensing
The Licensing page displays information about the type and number of Cloudpath licenses, active certificates, usage statistics,
and copyright notices.
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FIGURE 72 Licensing Information Page
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What Happens If More Licenses Are Being Consumed Than Have Been Allocated?
Licenses are counted as follows:
*  Each active user consumes one license, no matter how many devices are linked to a specific user account.

*  Each active device where no user is linked to that device also consumes one license.

The following Licensing Information page shows an example of the number of total user licenses consumed exceeding the
number of total user licenses for an existing Cloudpath system:
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FIGURE 73 Example of Total User Licenses Consumed Exceeding Limit
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When this situation occurs, the account is flagged at midnight, and you receive an email notification. The next time you log in to
your Cloudpath system, a banner indicating that the license consumption has exceeded the maximum number of allowed
licenses will appear, and the email that was sent will also appear in your Notifications (see the two figures below). The banner
continues to appear, followed by monthly email notifications, until the situation has been resolved with your Cloudpath support
representative. Once the situation has been resolved, the banner will be removed the next day, and monthly email notifications

will no longer be sent.
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FIGURE 74 License-Consumption Banner on Welcome Page When Consumption Exceeds Limit
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FIGURE 75 License-Consumption Banner in Notifications When Consumption Exceeds Limit
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Diagnostics

The Diagnostics page provides useful tools for system troubleshooting connectivity issues and for verifying certificate
information.

FIGURE 76 Cloudpath Connectivity Diagnostics
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The diagnostics include:
*  Ping: Ping an IP address or hostname
*  DNS Lookup: Provide server information and IP address for a given hostname.
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* HTTPS & LDAPS Certificate: Query the server certificate used by a secured server (such as HTTPS or LDAPS) to verify the
certificate currently in use by a server.

*  RADIUS Certificate: Query the RADIUS server certificate and the chain presented by the RADIUS server. This is useful to
verify the certificate currently in use by a RADIUS server. For this test to work, Cloudpath must be able to reach the IP
and port, the shared secret must be correct, and Cloudpath must be an approved client for the RADIUS server.

*  WLAN Controller: Query the WLAN controller to check if required ports are accessible.

*  Generate Support Bundle: Click Run from this tab to generate a zip file that contains log files and metrics information to
provide to your Ruckus support representative.

Upload Support File

If Cloudpath support has provided a support file, you can upload it on this page. This will make changes to the system, so it is
recommended that you first create a VMware snapshot.

NOTE
Only use a support file with the assistance of the Cloudpath Support team.

Cloudpath Enrollment System Quick Start Guide, 5.5
92 Part Number: 800-72418-001 Rev A



© 2019 CommScope, Inc. All rights reserved.

Ruckus Wireless, Inc., a wholly owned subsidiary of CommScope, Inc.
350 West Java Dr., Sunnyvale, CA 94089 USA
www.ruckuswireless.com



	Cloudpath Enrollment System Quick Start Guide, 5.5
	Cloudpath Security and Management Platform
	Overview
	Cloudpath System Specifications
	Prerequisites for Configuring Cloudpath
	Deploying the OVA (For Local Deployments)
	Setting up the Initial Account
	Configuring the Workflow


	Deploying the Cloudpath Virtual Appliance to a VMware Server
	Overview
	Specifications for Locally-Deployed VMware Servers
	Retrieve OVA File With Activation Link

	Deploying the Virtual Appliance Using a vCenter VMware Client
	Deploying the Virtual Appliance Using a VMware vCenter Client
	Application Properties (vCenter)
	Confirm Deployment Settings (vCenter)

	Deploying the Virtual Appliance Using a Console-Based VMware Client
	Service Account


	Activate Account or Log In
	Overview
	Activate Account by Activation Code
	Set a Password for Account
	Activate Account by Credentials

	Initial System Setup
	Overview
	System Setup Wizard
	Publishing Tasks
	ToDo Items

	Enrollment Workflow
	Overview
	Workflow Basics
	Modifying a Workflow Template
	Creating a Workflow From a Blank Slate
	Acceptable Use Policy
	User Type Split
	Authentication to a Local Server
	Device Type Split
	Create a Filter in the Device Type Split

	Prompt for Voucher
	Device Configuration and Client Certificate
	Device Configuration
	Client Certificates

	Charge User for Service
	What You Need to Do on the PayPal Developer's Site
	Adding the Corresponding "Charge for Service" Workflow Step in Cloudpath


	Using the Timed Access Workflow Template
	Using Auto VLAN
	How the VLAN ID Gets Assigned During Enrollment
	Other Areas of the Cloudpath UI Where You Can Use Auto VLAN

	Publishing the Enrollment Workflow
	How to Test a Published Workflow

	Administration
	Administration Overview
	Administrators
	Company Information
	System Services
	System Updates
	Data Cleanup
	Firewall Requirements


	Configuration
	Overview
	Device Configurations
	RADIUS Server
	Authentication Servers
	Firewalls and Web Filter Integration
	MAC Registration Lists
	API Keys

	Dashboard
	Overview
	Enrollments
	Records Export
	Enrollment Paths

	Connections
	Users & Devices
	Device Types
	Form Factors
	MAC Registrations

	Certificates
	Certificates Table
	Active Trends
	Expiring Trends

	Notifications
	Notification Records
	Events
	Schedule Reports

	Event Response

	Support
	Overview
	Documentation
	Licensing
	Diagnostics
	Upload Support File




